ASAD NOOR
SOC Analyst  |  SIEM & Detection Engineer
Lahore, Pakistan  •  +92-343-4666264  •  asadnoor951@gmail.com  •  linkedin.com/in/asadnoor951
PROFESSIONAL SUMMARY
SOC Analyst and SIEM Engineer with 3+ years across IT and security operations, including 1.5+ years focused on SOC monitoring and SIEM engineering in a high-availability fintech environment. Designed and operate an on-premises ELK Stack + Wazuh SIEM across 500+ endpoints, developing 40+ MITRE ATT&CK-mapped detection rules and reducing false positives ~40% through systematic tuning. Backed by a strong networking foundation (CCNA) spanning routing, segmentation, and firewall administration. Experienced in Tier 1-2 triage, incident response, threat hunting, vulnerability management, and CIS-based hardening. Currently advancing detection-engineering capability with CompTIA Security+ and enterprise SIEM (Splunk / Microsoft Sentinel).
TECHNICAL SKILLS
SIEM & Detection: ELK Stack (Elasticsearch, Logstash, Kibana), Wazuh, log ingestion & normalization, correlation rules, alert tuning, 40+ custom use cases, MITRE ATT&CK mapping; Splunk & Microsoft Sentinel (working knowledge)
SOC Operations: Tier 1-2 alert triage, threat classification, incident investigation, root-cause analysis, escalation workflows, shift-based monitoring
Incident Response: Triage, containment & mitigation, evidence collection, escalation, playbook execution, post-incident reporting
Endpoint & EDR: Elastic Defend, File Integrity Monitoring (FIM), endpoint telemetry, ransomware-behavior detection, process & network activity monitoring
Threat Hunting & Intel: Hypothesis-driven threat hunting, IOC/IOA analysis, anomaly & behavior detection
Vulnerability Management: OpenVAS, Nmap, CVE analysis & remediation, patch management, CIS Benchmarks, OS hardening (Linux & Windows)
Automation & Documentation: n8n alerting pipelines (Telegram/Email), SOP & playbook development, detection & incident documentation
Networking & Infrastructure: TCP/IP, VLANs, routing (OSPF, BGP), NAT, MikroTik RouterOS, firewall administration, Proxmox VE, VMware, Windows Server (Active Directory, DNS), Linux (Ubuntu, CentOS)
Web & Cloud Security: Burp Suite, OWASP Top 10, SQL injection & XSS testing, authentication testing; AWS & cloud security fundamentals
PROFESSIONAL EXPERIENCE
SOC Analyst & SIEM Engineer  (Assistant Manager, Data Center Operations)	Jan 2025 – Present
PostEx (Fintech) — Lahore, Pakistan
1. Designed and operate a fully on-premises SIEM (ELK Stack + Wazuh) ingesting telemetry from 500+ endpoints and network devices (Linux, Windows, MikroTik, firewall), establishing centralized logging and real-time threat detection.
1. Own Tier 1-2 security monitoring: alert triage, threat classification, end-to-end investigation, and root-cause analysis with full documentation.
1. Engineered 40+ MITRE ATT&CK-mapped detection rules (T1059 Command & Scripting, T1486 Data Encrypted for Impact, lateral movement, persistence), expanding detection coverage across the environment.
1. Reduced SIEM false positives ~40% through correlation-logic refinement, log filtering, and whitelist tuning, measurably cutting analyst alert fatigue.
1. Deployed Elastic Defend (EDR) for endpoint telemetry, ransomware-behavior detection, process monitoring, and File Integrity Monitoring across critical servers.
1. Built n8n automation pipelines routing critical alerts to Telegram and email within 1-2 minutes, achieving sub-2-minute mean time to notify (MTTN).
1. Conduct hypothesis-driven threat hunts across log and endpoint telemetry, surfacing persistence and lateral-movement indicators and feeding findings into new detections.
1. Drive the incident-response lifecycle end to end: detection, triage, containment, escalation, remediation coordination, and post-incident reporting.
1. Lead vulnerability scanning (OpenVAS, Nmap) and CVE remediation, hardening Linux and Windows systems to CIS Benchmarks and reducing attack surface.
1. Authored SOC SOPs, detection playbooks, and escalation procedures, standardizing operations and enabling knowledge transfer across the team.
1. Administer supporting infrastructure (MikroTik, Proxmox VE, VMware, Linux/Windows VMs) and monitor firewall health across CPU, memory, throughput, and system logs.
1. Partner with network, development, and infrastructure teams to implement access-control and network-segmentation policies.
Assistant Network Administrator	May 2023 – Dec 2024
PostEx (Fintech) — Lahore, Pakistan
1. Maintained network health across firewalls, routers, and switches and supported early security alert response in a pre-SOC environment.
1. Implemented VLAN segmentation and firewall rule changes to enforce access control and reduce lateral exposure.
1. Configured MikroTik routing (OSPF, BGP) and L2VPN tunnels for high-availability, secure inter-site connectivity across enterprise LAN/WAN.
1. Documented network topology, device configurations, and firewall rules, building the operational baseline later leveraged for SOC onboarding.
Technical Support Engineer	Feb 2023 – May 2023
StormFiber — Pakistan
1. Diagnosed L1-L3 network connectivity faults and escalated unresolved cases following defined procedures.
1. Restored service availability during outages in coordination with NOC and field engineering teams, minimizing downtime.
1. Logged and tracked incidents in the ticketing system, building a knowledge base of recurring issues and resolution steps.
CERTIFICATIONS & PROFESSIONAL TRAINING
Cisco: CyberOps Associate, Ethical Hacker, Cybersecurity Essentials, Introduction to Packet Tracer, NDG Linux Unhatched
Palo Alto Networks: Security Operations Center (SOC), Fundamentals of Network Security, Fundamentals of Cloud Security
EC-Council: Hands-on Web Application Security, SQL Injection Attacks
TryHackMe (Learning Paths): Advent of Cyber 2025, Cyber Security 101, Jr. Penetration Tester, DevSecOps, Web Fundamentals, Pre Security
EDUCATION
B.Sc. Computer Science  —  NCBA&E, Lahore	2018 – 2022
CCNA (Cisco Certified Network Associate) — Corvit Network  —  Corvit Systems, Multan	2022
Intermediate of Computer Science (ICS)  —  Punjab Group Colleges	2016 – 2018
